
Fundamentals
Check

Are you familiar 
with generic AI issues 

such as bias and 
transparency?

Is there
representation and

diversity in the
team that will be

processing the data?

Examples of AI 
ethics 

(tables and links)

Importance of
representation
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Are you
familiar with
Humanitarian
Principles and

Ethics?

Is there a clear
chain of custody 

for the dataset with 
respect to storage, 
management and
anonymization?

Examples of 
prominent
sources of 

humanitarian
principles and ethics

Data access and
custodian: develop a

template

Is your current
solution a repetitive task
that would benefit from

automation?

You should not pursue 
data science

Are there
other benefits that you might get 

with AI? For example:
(a) speed, 

(b) accuracy,
(c) cost savings,

(d) massive reach, etc.

Do you have
responsible data

management
practices at your

organisation?

Are there internal
security measures in 

place?

List of sector 
leading data 
responsibility

guides

Tips for ensuring
internal security

measures

Are you aware
/ have you

considered the
human rights

implications of AI?

Have you
considered the intended 

and unintended
consequences?

Warning:
Avoid techno-solutionism. Star t by defining 

and understanding your problem first.
Problem Recognition tips

and tools

Table of AI human 
rights concerns

Develop a list of
consequences

Does your
organisation have

risk mitigation
tools or

processes?

Do you have a
testing and evaluating

method?

Do you have a
process for

addressing failures in 
the data?

List of ways to 
mitigate risk

Validate and
ground-truth

Develop a strategy that
addresses possible 

inaccuracies, potential
harm of data processing 
as well as further use.

Fundamental checks 
complete:

Now that you have 
an understanding of 
the fundamentals, 

you can continue on 
the  humanitarian data 

science journey

STAGE 1: 
PROBLEM 

RECOGNITION 
(I don’t yet have an 
application/use case 
for Data Science)

STAGE 3: DATA 
CHECK 

(Data Collection)

STAGE 4: 
ALGORITHM 

CHECK

STAGE 4 
ALGORITHM 

CHECK Complete

STAGE 5: Reliance 
on Outputs

STAGE 3: 
DATA CHECK 
(Protection and 

Processing)

STAGE 2: 
DATA SCIENCE 

SUITABILITY

Have you
checked to see whether 
any other organisations 

have used data science for 
this kind of use case?

Yes another 
organisation has done 
this use case before

Ask whether they can 
share lessons learned.

Do they want to 
collaborate?

Novel use. Research 
similar projects in other 

sectors and look for 
collaborators.

Look for
collaborators:

Build your team.

Are you aware of
what data exists and is

relevant?

Is it necessary to
collect data yourself 
ie. primary data?

Responsible data
collection 
methods

Does your data
collection process

include clear 
informed consent

plans and
processes?

Are you satsified
there is 

sufficient data?

Have you
done a bias

check?
What to do if

there are biases

Write a list of
potentials biases in 

the data
Use secondary

dataConsent plan
Re-think project

scope

How to find 
relevant

humanitarian data

How to search

No other organisations 
have done this use case 

before

No I have not checked 

NoNo No

No
Have you

determined your
tolerance for

errors?

Does your
accountability
Framework

include shared
responsibility?

Do you have
an accountability

Framework?

Would you like
further guidance
on responsibly

implementing your
AI outputs?

Pre-mortem and 
port-mortem ethical 

checks
Peer review

False negatives and
false positives. Record 
your tolerance levels 

Ensure your
accountability
Framework

includes shared
responsibility

Create
Accountability
Framework

Use Alan
Turing Guide

YesYesYes

Yes

Decision Tree for Humanitarian Data Science Operations

STAGE 1 
Complete:

Use case for data 
science established

STAGE 3 DATA 
CHECK

Complete

List of open source 
tools to 

review model

Are you using 
machine learning?

Machine learning 
and bias: types and 

causes

Does your model 
have bias perpetuating 

feedback loops?

Model
Specification

Have you 
successfully carried 

out a validation 
test?

Trade off: 
Accuracy vs 

explainability/
understandability

Checklist for 
validation test

How to prevent/
mitigate this

Have you ensured 
transparency and 
tracebility through 

records and auditability?
Consent and 
accessibility

Scalability and 
sustainability

Create records and 
an audit and logging 

mechanism

Stage 5 Complete. 
End of Decision Tree

Yes Yes Yes Yes

STAGE 2 Complete:
Data science 

suitability established


